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Syllabus of B.Sc. (Hons.) in Computer Application and Cyber Security (FYUGP) - Second and Third Year

Course Title: Data Communication and Computer Network

Course Code: FYCS-C301

Credit: 4

Nature of Course: Core

Classes Per Week: L: 3 T: 0 P: 2

Course Objectives:

1. To develop a strong understanding of the fundamental concepts of data communication

models and communication architectures.

2. To examine the characteristics of various communication media and analyze how signals

propagate through them, including the impact of transmission impairments.

3. To comprehend the core principles of signal encoding, as well as error detection and error

correction techniques.

4. To explore methods of flow control and multiplexing aimed at optimizing bandwidth
utilization in data communication systems.

5. To gain an understanding of advanced concepts and techniques involved in efficient and
reliable data communication.

Course Outcomes (COs):

After successful completion of this course, students will be able to:

CO1: Explain the fundamental concepts of data communication models and communication
architectures.

CO2: Analyze the characteristics of different communication media and evaluate signal
propagation along with transmission impairments.

CO3: Apply signal encoding techniques and demonstrate understanding of error detection

and error correction methods.

CO4: Illustrate and implement flow control and multiplexing techniques to improve

bandwidth utilization.

CO5: Evaluate and apply advanced concepts for designing efficient and reliable data
communication systems.

Syllabus

Module I
[08 Hours]

Data Communications: Components, Data Representation, Data Flow; Networks: Network

Criteria, Physical Structures; Network Types: Local Area Network, Wide Area Network,

Switching, The Internet; Protocol Layering: Principles of Protocol Layering, Logical
Connections; TCP/IP Protocol Suite: Layered Architecture, Layers in the TCP/IP Protocol

Suite, Encapsulation and Decapsulation, Addressing, Multiplexing and Demultiplexing; The
OSI Model: OSI versus TCP/IP
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Syllabus of B.Sc. (Hons.) in Computer Application and Cyber Security (FYUGP) – Second and Third Year

Module II [08 Hours]
Data and Signals; Periodic Analog Signals; Digital Signals; Transmission Impairment:

Attenuation, Distortion, Noise; Data Rate Limits: Noiseless Channel: Nyquist Bit Rate,

Noisy Channel: Shannon Capacity; Performance: Bandwidth, Throughput, Latency,

Bandwidth-Delay Product, Jitter; Transmission Media; Unguided Media: Radio Waves,
Microwaves, Infrared

Module III [08 Hours]

Digital-to-Digital Conversion; Analog-to-Digital Conversion; Transmission Modes: Parallel

Transmission, Serial Transmission; Digital-to-Analog Conversion; Analog-to-Analog
Conversion

Module IV
[08 Hours]

Introduction to Data-Link Layer; Link-Layer Addressing; Error Detection and Correction;
Cyclic Redundancy Check (CRC); Data Link Control (DLC; Data-Link Layer Protocols;
HDLC; Point-to-Point Protocol (PPP); Media Access Control (MAC); Controlled Access;

Channelization; Multiplexing; Switching: Circuit-Switched Networks, Packet Switching:
Datagram Networks, Virtual-Circuit Networks

Module V [08 Hours]

Network-Layer Services; Packet Switching; Network-Layer Performance; IPv4 Addresses;

Forwarding of IP Packets; Internet Protocol (IP); ICMP; Unicast Routing; Unicast Routing
Protocols; IPv6 Addressing; Transition from IPv4 to IPv6

Module VI [08 Hours]

Functions of transport layer, Process-to-process communication, Multiplexing and

demultiplexing, Connection-oriented vs connectionless services, Protocols: TCP and UDP.

Principles of network applications, Client-server and peer-to-peer models, Socket interface
basics, Application protocols: HTTP/HTTPS, FTP, SMTP, DNS, DHCP

Text Books:

1. Forouzan, B. A., Data Communications and Networking, 5th Edition, McGraw-Hill.

References:

1. Stallings, W., Data and Computer Communications, Pearson.

2. Forouzan, B. A., TCP/IP Protocol Suite, McGraw-Hill.

3. Tanenbaum, A. S., Computer Networks, Pearson.
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Syllabus of B.Sc. (Hons.) in Computer Application and Cyber Security (FYUGP) – Second and Third Year

Practical's:

1. Study of different types of network cables (UTP, coaxial, fiber optic) and their
specifications.

2. Creation of LAN using networking devices (hub, switch, router) and IP configuration.
3. Implementation of basic networking commands (ping, ipconfig/ifconfig, tracert, netstat).
4. Simulation of OSI model using networking tools/software.

5. Study and implementation of different line coding techniques.
6. Simulation of error detection techniques (Parity Check, CRC).
7. Implementation of Stop-and-Wait and Sliding Window protocols using C/Python.
8. Simulation of CSMA/CD and CSMA/CA protocols.

9. Study of multiplexing techniques using simulation tools.

10. Implementation of shortest path routing algorithm (Dijkstra's Algorithm).

11. Configuration of basic routing using Packet Tracer/NS2/NS3.

12. Study of IP addressing and subnetting exercises.
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Syllabus of B.Sc. (Hons.) in Computer Application and Cyber Security (FYUGP) – Second and Third Year

Course Title: Database Management System

Course Code: FYCS – C302

Credit: 4

Nature of Course: Core

Classes Per Week: L: 3 T:0 P:2

Course Objectives:

The course aims to:

1. Understand the fundamental concepts, historical perspectives, current trends, structures,

operations, and functions of different components of database systems.
2. Recognize the importance of database analysis and design in the implementation

database applications.

3. Describe the role of transaction processing in database systems.
4. Understand various concurrency control mechanisms used in database systems.

5. Explain the roles of recovery and security in database systems.

Course Outcomes (COs):

After successful completion of this course, students will be able to:

CO1: Analyze data organization requirements and their interrelationships.

CO2: Illustrate the features of different data models and their applications for data storage.

CO3: Design and execute queries to retrieve and maintain data effectively in databases.

CO4: Analyze physical database design and evaluate performance using normalization and

query processing techniques.

of

CO5: Examine best practices related to indexing, transaction management, and concurrency

control in database systems.

Module I

Syllabus

Lani

[09 Hours]

Purpose of Database System, View of Data, Database Languages, Transaction Management,
Database Architecture, Database Users and Administrator, Types of Database System;
Overview of Design Process, E-R Model, Constraints, E-R Diagram, E-R Diagram Issues,
Weak Entity Sets, Extended E-R Features, Reduction to E-R Schemas

Module II [09 Hours]

Structure of Relational Database, Codd's Rules, Fundamental Relational Algebra Operations,
Additional Relational Algebra Operations, Extended Relational Algebra Operations; Data

Definition, Basic Structure of SQL Queries, Set Operations, Aggregate Functions, Null
Values, Nested Sub Queries, Complex Queries, Views, Modification of Database, Joined
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Syllabus of B.Sc. (Hons.) in Computer Application and Cyber Security (FYUGP) - Second and Third Year

Relations, SQL Data Types and Schemas, Integrity Constraints, Authorization, Embedded
SQL, Triggers

Module III
[09 Hours]

Functional Dependency, Decomposition, Normalization, First Normal Form, Second Normal

Form, Third Normal Form, BCNF, Multivalued Dependencies and Fourth Normal Form, Join

Dependencies and Fifth Normal Form, DKNF

Module IV [09 Hours]

Ordered Indices, B+ Tree Index Files, B-Tree Index Files, Multiple Key Access, Static

Hashing, Dynamic Hashing, Comparison of Ordered Indexing and Hashing, Index Definition

in SQL; Measure of Query Cost, Selection Operation, Evaluation of Expressions

[09 Hours]Module V

Transaction Concepts and ACID Properties, Transaction States, Implementation of
Atomicity and Durability, Concurrent Executions, Serializability and Its Testing,
Recoverability, Lock-Based Protocols, Validation-Based Protocol, Multiple Granularity,
Multiversion Schemes, Deadlock Handling

Text Book

1. Silberschatz, A., Korth, H. F., and Sudarshan, S., Database System Concepts, 6th
Edition, Tata McGraw-Hill, New Delhi, 2011. (T1)

Reference Books

1. Elmasri, R. and Navathe, S. B., Fundamentals of Database Systems, 7th Edition,

Pearson Education, New Delhi, 2016. (R1)

2. Ullman, J. D. and Widom, J., A First Course in Database Systems, 3rd Edition, Pearson

Education, New Delhi, 2014. (R2)

Practical's:

1. Study of DBMS Environment and Tools

Installation and familiarization with DBMS software (MySQL/Oracle/SQLite), basic

commands.

2. Creation of Database and Tables

Write SQL queries to create database, tables, and define primary keys and constraints.

3. Data Manipulation Operations

Perform INSERT, UPDATE, DELETE operations on tables.
4. Basic SQL Queries

Write queries using SELECT, WHERE, ORDER BY, DISTINCT.

5. SQL Aggregate Functions and Grouping
Use COUNT, SUM, AVG, MAX, MIN, GROUP BY, HAVING.

6. Set Operations and Joins

Implement UNION, INTERSECT, DIFFERENCE; INNER JOIN, OUTER JOIN.
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Syllabus of B.Sc. (Hons.) in Computer Application and Cyber Security (FYUGP) - Second and Third Year

7. Nested Queries and Complex Queries

Write subqueries (nested queries) for solving complex problems.

8. Views and Indexes

Create and use views; implement indexing and analyze performance.
9. Constraints and Triggers

Apply integrity constraints; create and execute triggers.

10. Normalization and Schema Design

Perform normalization (1NF, 2NF, 3NF, BCNF) on given relations.
11. Transaction Control

Use COMMIT, ROLLBACK, SAVEPOINT; demonstrate ACID properties.
12. Concurrency Control Simulation

Demonstrate locking mechanisms, deadlock situations, and basic recovery concepts.
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