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Syllabus of M.Sc. in Computer Application and Cyber Security (Two Year) – First Year

Course Title Mathematical Foundations for Machine Learning
Course Code MCACS -101

Credit Hours 4 Credits

Total Contact Hours 60 Hours (45 Lectures + 30 Practical)

L-T-P Structure 3-0-2

Classes Per Week 3 Lectures + 1–2 Practical Sessions

Course Objectives:

1. Build a strong mathematical foundation to understand machine learning algorithms.
2. Apply linear algebra, probability, and statistics to real-world data problems.
3. Understand and use calculus and optimization in learning algorithms.
4. Connect mathematical theories to algorithmic and model design.
5. Prepare students for advanced topics like deep learning and probabilistic models.

Course Outcomes:

After successful completion of this course, students will be able to:

CO1: Demonstrate proficiency in linear algebra techniques used in ML models.
CO2: Use probabilistic reasoning and statistical tools in data modeling.
CO3: Perform calculus-based optimizations for ML algorithms.
CO4: Analyze ML systems using convex optimization principles.
CO5: Apply mathematical tools to implement ML algorithms.

Module I:

Syllabus

(9 Hours)
Vectors and vector spaces, Matrix operations, Orthogonality, Linear independence, Projection,
Eigenvalues & eigenvectors, Diagonalization, Matrix norms, SVD, PCA, Matrix calculus.

Module II:
(9 Hours)

Probability axioms, Conditional probability, Bayes' theorem, Random variables, Distributions,
Expectation & variance, Gaussian & multivariate Gaussian, LLN, CLT.

Module III:
(9 Hours)

Limits, Partial derivatives, Gradients, Chain rule, Jacobian & Hessian, Taylor expansion,
Optimization, Gradient descent (SGD, RMSProp, Adam).

Module IV:
(9 Hours)

Convex sets/functions, Optimization, Lagrange multipliers, Duality, KKT conditions,
Regularization (L1, L2), Loss functions.
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Syllabus of M.Sc. in Computer Application and Cyber Security (Two Year) – First Year

Module V:
(9 Hours)

Descriptive stats, Hypothesis testing, Confidence intervals, MLE, MAP, Bias-variance,
Entropy, KL divergence, Mutual information, Bayesian networks.

Practical's

Implement the following programs using NumPy/Python
1. Solve a system of linear equations Ax=b using Gaussian Elimination and compare it with

the Matrix Inversion method.

2. Develop a program to project a 3D vector onto a 2D plane and visualize the projection
error.

3. Write a program to perform image compression using Singular Value Decomposition
(SVD) by retaining the top kkk singular values.

4. Implement Principal Component Analysis (PCA) using eigendecomposition of the
covariance matrix.

5. Design a simple automatic differentiation (Autograd) system for a polynomial function
using NumPy/Python.

6. Optimize a non-convex function (e.g., Rosenbrock function) using gradient-based
optimization with different learning rates and analyze convergence.

7. Implement and compare the closed-form solution and Stochastic Gradient Descent (SGD)
for linear regression.

8. Develop a program to update the parameters of a Beta distribution using sequential coin
flip data (Bayesian updating).

9. Implement clustering of a synthetic dataset using the Expectation-Maximization (EM)
algorithm for Gaussian Mixture Models.

10. Transform non-linearly separable data into a higher-dimensional feature space to achieve
linear separability.

11. Formulate and solve the dual optimization problem for a hard-margin Support Vector
Machine (SVM).

12. Build a two-layer neural network using only NumPy and implement forward and backward
propagation by manually computing gradients.

Text Book:

1. Mathematics for Machine Learning by Deisenroth, Faisal, and Ong.
2. Deep Learning (Part I: Applied Math) by Ian Goodfellow, Yoshua Bengio, and Aaron

Courville.

Reference Book:

1. Introduction to Linear Algebra by Gilbert Strang.
2. An Introduction to Statistical Learning by James, Witten, Hastie, and Tibshirani.
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Syllabus of M.Sc. in Computer Application and Cyber Security (Two Year) – First Year

Course Title

Course Code

Credit Hours

Total Contact Hours

Advanced Artificial Intelligence

MCACS -102

4 Credits

60 Hours (45 Lectures + 30 Practical)
L-T-P Structure 3-0-2

Classes Per Week 3 Lectures + 1–2 Practical Sessions

Course Objectives:

1. To understand the fundamental concepts of probabilistic models.
2. To explore the scope and significance of generative networks in Artificial Intelligence.
3. To understand the architecture and training mechanisms of autoencoders.
4. To learn the principles and applications of transfer learning.
5. To develop a comprehensive understanding of ensemble learning methods and their

applications.

6. To explore emerging and nascent technologies in Artificial Intelligence.

Course Outcomes:

After successful completion of this course, students will be able to:
CO1 Acquire foundational knowledge of probabilistic models.
CO2 Analyze the working principles and architectures of generative networks.
CO3 Interpret different types and components of autoencoders.

CO4 Apply transfer learning techniques in practical scenarios.
CO5 Utilize ensemble learning methods to improve predictive performance.
CO6 Understand emerging trends and technologies in Artificial Intelligence.

Module I:

Syllabus

(9 Hours)
Basic terminology, pre-trained models and datasets, feature extraction, fine-tuning techniques.
Recent advancements: self-supervised learning and meta-learning. Introduction to ensemble
learning. Bagging and Random Forests. Boosting algorithms: AdaBoost, Gradient Boosting,
XGBoost. Stacking and blending techniques. Applications in regression and classification
tasks.

Module II:
(9 Hours)

Overview of generative models and their significance in AI. Fundamentals of probability theory
and generative modelling. Introduction to GANs, VAES, and other generative models.
Importance and challenges of generative modelling. Gaussian Mixture Models (GMMs),
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Syllabus of M.Sc. in Computer Application and Cyber Security (Two Year) – First Year

Hidden Markov Models (HMMs), Bayesian Networks, Markov Random Fields (MRFs), and
Probabilistic Graphical Models.

Module III:
(9 Hours)

Architecture of Generative Adversarial Networks, Generator and Discriminator models,
Training procedure, Vanilla GAN. GAN variants and improvements: DCGAN, WGAN,
Conditional GAN, CycleGAN. Challenges in GAN training: instability, mode collapse.

Module IV:
(9 Hours)

Basic components of Variational Autoencoders (VAEs), architecture and training, loss
function, latent space representation, inference, applications in image generation.
Undercomplete Autoencoders, Sparse Autoencoders, Contractive Autoencoders, Denoising
Autoencoders, Variational Autoencoders (for generative modelling).

Module V:
(9 Hours)

Limitations of traditional 2D learning environments. Evolution of virtual worlds and immersive
technologies. Concepts of Augmented Reality (AR) and Virtual Reality (VR). Introduction to
the Metaverse: definition, components, and characteristics. Challenges and opportunities in the
Metaverse ecosystem. Overview of AI in emerging domains such as quantum computing.

Practical's

1. Implement Gaussian distribution and visualize univariate and multivariate cases.
2. Implement Gaussian Mixture Model (GMM) using the Expectation-Maximization (EM)

algorithm for clustering.
3. Develop a basic Generative Adversarial Network (GAN) for image generation.
4. Implement a Deep Convolutional GAN (DCGAN) and compare its performance with a

basic GAN.

5. Implement a Variational Autoencoder (VAE) and visualize latent space representations.
6. Design and implement a denoising autoencoder and analyze reconstruction performance.
7. Apply transfer learning using a pre-trained CNN for feature extraction.
8. Fine-tune a pre-trained convolutional neural network on a custom dataset.
9. Implement Random Forest and evaluate its performance on a classification dataset.
10. Implement a boosting algorithm (AdaBoost/Gradient Boosting) for prediction tasks.
11. Perform stacking or blending of multiple models and compare performance.
12. Develop a mini-project using generative or ensemble learning techniques on a real-worlddataset.

Text Book:

1. Foster, D. (2022). Generative Deep Learning. O'Reilly Media.
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Syllabus of M.Sc. in Computer Application and Cyber Security (Two Year) – First Year

2. Koller, D., & Friedman, N. (2009). Probabilistic Graphical Models: Principles and
Techniques. MIT Press.

3. Goodfellow, I., Bengio, Y., & Courville, A. (2016). Deep Learning. MIT Press.
4. Murphy, K. P. (2012). Machine Learning: A Probabilistic Perspective. MIT Press.
5. Zhou, Z.-H. (2012). Ensemble Methods: Foundations and Algorithms. CRC Press.6.

Reference Book:

1. Xiong, J., Hsiang, E. L., He, Z., Zhan, T., & Wu, S. T., 2021. Augmented Reality and
Virtual Reality Displays: Emerging Technologies and Future Perspectives. Light: Science
& Applications.

2. Mystakidis, S., 2022. Metaverse. Encyclopedia.

3. Gill, S. S., Xu, M., Ottaviani, C., et al. Emerging AI technologies and applications (relevant
journal articles).
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